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1. Apxéc Ao@daAciag NMAnpogopiwy
Apxég AopaAeiag NMAnpogopiwy:-

e Q1 mAnpogopieg eival Trepiouciakd aToixeio. OTTwg KABe AGAAO ETTIXEIPNTCIOKO
TTEPIOUCIAKO OTOIXEIO £XEI Agia Kal TTPETTEl VO TTPOCTATEUETA.

e Ta OuCTAPOTA TTOU POG ETITPETTOUV va ATTOBNKEUOUUE, €TTeCepyalOUaaTe Kal va
dlapolpAdoupe TTANPOYPOPIEG TTPETTEI ETTIONG VA TTPOCTATEUOVTAI.

e Ta TIAnpogopiakd ZuoTAPOTA’ €ival 0 OCUAAOYIKOG OpOG yIa TIG TTANPOQOPIES Kal
yIO T0 CUCTAPOTA TTOU XPNOIYOTTIOIOUKE yia TNV aTToBnKeuon, £TTEEepyacia Kai Tov
OlaUOIPATHO.

e H TTPOKTIKA TNG ACQAAEIOG TWV TTANPOQPOPIAKWY CUCTNUATWY €ival yWwoTh wg
“Ac@AaAeia TTANPOPOPILY.

H ETAIPEIA €xel epapuooel éva ‘Zuotnua Alaxeipiong Aco@aleiag MAnpoopiwy’ Ye oKoTrd va
olaxelpiCeTal Kal ouveXwg va BeATiwvel TNV Ao@daAeia MNMAnpo@opiwy e To Xpovo.

Katd Tov oxediaopd 10U €v AOyw ZuoTApatog Aaupdvovral uttown OAEG 01 VOUOBETIKEG,
KOQVOVIOTIKEG KOl CUMPBATIKEG UTTOXPEWOEIG TIG OTToieg N Aloiknon Tng ETaipgiag deapeveTal va Tnpei.

H Aioiknon tng Etaipegiag dnAwvel emmiong tTnv d€oueuan TG va TTapéxel OAOUG TOUG TTOPOUG TTOU
ammaiTolvTal YIo TNV QTTOTEAECHATIKA €Qapuoyr) Tou 2ZuoThApaTog Alaxeipiong ACQAAEIOG TwV
MANPO@OPIWY Kal TNV oUVEXH BEATIWON TNG ATTOTEAEOUATIKOTNTAG TOU.

H emidoon g ETtaipeiag oxeTika pe Tnv Aco@dAcia Twv MNMANpo@opiwy TTapakoAouBEeiTal aveANITTWG
atd Tnv Aloiknon oTa TTAQicIa TNG €QApUOYNG Tou ZuoTAuaTog Alaxeipiong, Héow TNG BEoTTIoNG
OEIKTWYV ATTOTEAEOUATIKOTNTAG KAl ATTOOOTIKOTNTAG TwV SIEPYATIWV KAl AVTIOTOIXWV AVTIKEIUEVIKWV,
METPATINWY OTOXWV Yia TNV Ac@aAeia Twv MAnpo@opiwy.

H Aioiknon tng Etaipeiag Bewpei Tnv Tapouoa MoAITiky AGQAAEIag Twv MNANPo@opIiwv BETUEUTIK
yia OAO TO TTPOCWTTIKO KAl TOUG OUVEPYATEG TNG ETAIPEIAG TWV OTTOIWY N dPaaTNEIGTNTA UTTOPEI va
eTTnNpPedoel TNy €midoon NG ETaipeiag OXeTIKA pe TNV Ac@aAeia Twv MAnpogopIwv.

H Aioiknon 1tng Etaipeiag egac@alifel 611 kdBe péAog Tou TpoowTtrikoU Tng ETaipeiag kal ol
eEwTepikoi ouvepydrteg Aaudvouv yvwaon Kal deopglovTal va TNPouv TNV €V Adyw TMoOAITIKA.

Autd 1O €yypago TTPETTEl va dlafacTei oe ouvduaoud pe TG Meplypapéc Oéong Epyaciog kal Tig
Alodikaoieg kal TIg Odnyieg ¢ Etaipeiag TTOU KOABOpPICOUV TIGC OpPUOBIOTATEG ACPAAEIAG
TTANPOPOPIWY OAWV TWV XPNOTWV TWV CUCTNPATWY IT Kal Tou e€oTTAiIcpou péoa oTtnv Etaipeia.
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[eVIKEG APXEC

Fevika Znueia

H Ac@dAcia Twv MNMAnpogopiwy gival apuodidoTnTa OAwv.

Ta TAnpogoplakd cuoTtiuarta Tng ETaipeiag Tapéxovral gévo yia xpAon péoa otnv
eTTIXEipNON.
Xpon otroloudnTToTe TTANPOQOPIaKOU CUCTAPATOS ThG ETaipeiag yia TTpoowtrikoug

Adyou (cupTtrepiAauBavopévwy e-mail kal Tou SIKTUoU) EMITPETTETAI JOVO CUPPWVA UE
TIG 00nYieg AuUTNG TNG TTONITIKAG.

H Etaipeia diatnpei 10 dIKaiwya va TTApakoAoubei KGBe TTAEUPE TwV TTANPOPOPIKWV
OUCTNUATWY TOU PE OKOTTO VO TTPOCTATEWE! TA VOUIUA ETTIXEIPNOIOKE TOU SIKAIWMATA.
O1  mAnpo@opie¢ ToU GCUAAéyovTal ammd  KABe TTapakoAouBnon pTTopEi  va
XpnaoipoTtroinBouv yia va KIVAoOUV I va UTTooTnpifouv TTeIBapyIkéC dIadIKaaies.

Aev TTPETTEl VO UTTAPXOUV TTPOCOOKIEG 18IWTIKOTNTAG OTAV XPNOIKMOTTOIOUVTal T
TTANPOPoOpIaKA cuoThpaTa Tng ETaipeiag.

MapaBiaon TNG TOAMITIKAG QUTAG Ba €xel wg aTTOTEAeOHUA TTEIBOPXIKEG EVEPYEIEG.
Avaloya pe Tnv ooBapdtnta TNG Trapafiaong, autég ytropei va auuTrepIAauBdavouv:-
o AveTrionun rpogidoTroinon atrd évav utreubuvo

Etionun ypatrt ) Tpo@opIKr TTPOEIBOTTOINGN YIa CoRapd TTAPATITWHA

AtroAucn Adyw cgofapol TTaPATITWHATOG

Moivikég Sl1adIkaaoieg

O O O O

AoTikég dladikaagieg yia TNV atrokaTdoTaon Twv ¢nuIwv

AuTA n TTOAITIKY ava@EépeTal o€ TTOAAG pépn yia TTpAdyuaTa Ta otroia “AAAoI uTTopEi va
Ta Bpouv TTPooBANTIKA”. AuTd cupTrepIAauBdavouv aAAd dev TTepiopifovTal OF: -

o [Mopvoypa@ikd i eCOUAAIKO UNIKO

o PatoioTikd, oeCIoTIKO 1 opo@ORIKG UAIKO

O AyeuoTo UAIKO (OTTWG aTTEIKOVION TPpaupaTiIopoU A Bacaviouog (wwv)

Zuppoépowon

v

v

Na €ioTe TTPOCEKTIKOI Kal va XPNOIUOTIOIEITE AOYIKA OTn XPHon Twv TTANPOPOPIAKWY
ouoTNUATWV.

Ava@épeTte KAOE TTEPIOTATIKO OXETIKO UE TNV a0PAAela oTov A/VwvY ZUUBOUAO .

AvaTpéte 0TO YAWOOAP! OTO TTOW MEPOG AV XPEIOOTEITE KATTOIOV OPIOUO KATTOIOU
6pou auToU Tou gyypaQpou.
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2. Alayeipion Emikoivwviwyv kail AgiToupyiwy -
Communications and Operations Management

Acitoupyikéc AladikaoieS kar ApHOOIOTNTES

Fevikd Znpeia

O1 Aeitoupyikég dladikaaoieg xpnolpoTTolouvTal yia TNV KaBnuepivr) ouvtipnon Twv IT
ouoTnudTtwy Kai uttodopng TNG ETaipeiag ye okotd va diac@alicouv Tnv uwnAoTePn
mOavA uttnpeaia atmd autd Ta TTEPIOUCIOKA aToIXEI

ANayEéG oTa AEITOUPYIKG CUCTAUATA TOU OPYQVIOPOU €AéyXovTal WE pia eTTionun
d1adikacia eAéyxou aAAaynig.

Ta avatrtuglakd kar SokIyaoTIKG TTepIBGANOVTa TTPETTEl va €ival EeEXwPIOTG aTTd TO
Cwvtavo Aesitoupyikd TePIBAANOV yia Tn peiwaon KivoUuvou Tuxaiwv aAAaywv f pn
ecouaiodoTnuévng TTpéoBaong.

Zuppépowon

v
v

v

Kartaypa@r Asitoupyikwy dIadIKACIWY 0 KATAAANAO €TTITTES0 AETTTOPEPEIWV YIO THV
opdda Tou TUANATOG TTOU Ba Ta XPNOIKJOTTOIRCEL.

Atlohéynon 6Awv Twv onupavTikwy aAaywv oTnv Kupia utrodoun (1.x. OikTUO,
KOTGAoyol) yia TNV €TTTITWONR TOUG OTNV OOQAAEIa TTANPOPOPILV WG KOUUATI TNG
TUTTIKAG agioAdynong Kivéuvou.

AlaXwpIopog Tou TTEPIBAAAOVTOG avaTITUENG Kal EAEyXOU aTTO TOUG TTIO KATAAANAOUG
eAéyxoug, oupTtrepIAauBavouévwy Twv akéAouBwv:

o ExTéAeon oe EexwploToUg UTTOAOYIOTEG Kal BikTuA.

o AIa@OpPETIKA usernames Kal KwJIKOi.

o KabBnkovia oe autoug Tou gival IKavoi va agloAoyrjoouv kar va OoKIudoouv
AEITOUPYIKA GUOTHKOTA.
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2xe01a0u6¢ 2uortnuaro¢ Kai armodoxn - System Planning and
Acceptance

Fevikd Znpeia

OAa 1a cuoTaTiKa A duvatdTnTeG TNG UTTOOOUNAG IT TG ETaipeiag kaAuTrTovral atrd 10
OX£Q10 IKAVOTNTAG TTOPWV Kal TIG OTPATNYIKEG AVTIKATACTACNG YIa Tn dlIac@AAion OTI N
auéavopevn dlvaun kKal o amaitAoelg atmobrkeuong Oedouévwy  UTTopouV va
OpopoAoynBouv Kai va eKTTANpwOoUV £yKaipwg.

2nuavTikd cuoTaTIKA IT TrepIAapBavouy, aAAd Bev gival UTTOXPEWTIKE, TA TTAPAKATW:

File servers.

Domain servers.

E-mail servers.

Web servers.

ExkTuTTwTéG.

AikTua.

MepiBaAAovTikoi EAeyxol GuuTTEPIAGUBAVOUEVOU TOU KAIMOTIOHOU.

Zuppépowon

v

v
v

OAa Ta THAPATA TTPETTEl VO EVAUEPWVOUY TO A/VWV ZUPBOUANO yia OAEC TIC ATTQITAOEIG
VEWV TIPOIOVTWVY 1 KA&Be avaBdabuiong, f PBeATiwoelg TTou atraitolvTal yia Ta
UTTAPXOVTA GUCTAUATA.

OAa Ta véa TIpoidvTa TTPETTEl va ayopddovTal péow Tou A/Vwv ZUPBoUAoU.

Néa TTAnpo@oplokd cucoTAuata, avapabuioelc utnpeciwy, patches kar aAlayég
TPETTEl va UTTORAAAOVTAI OAa OTOV KATAAANAO £AEyXO TTPIV TNV aTTOodOX I KOl £QApUOYN
TOUG OTO {WVTavo TTEPIBAAAOV.

Ta kpiItipia atrodoxng TTPETTEI va TTPOCdIOPICoVTal KAl VO CUPQWVOUVTAlI 0OPWG Kal
va Kataypa@ovTal Kal TTPETTEl va TrepIAauBavouv diaxeipion e€ouaioddTnong.
E@apuoyég TpitTwyv pepwv TTPETTEN £TTIONG va TTapakoAouBouvTal yia service packs kai
patches.

2nuavTikég avapabuioelg Tou ouoThPATOG TTPETTEI va eAEyyovTal B1ECodIKA TTapdAAnAa
ME TO utrdpyxov ouoTnua Ot €va ac@AAEG TTEPIBANAOV BOKIHWV TTOU OnUIOUPYEI
OITTAGTUTTO TOU AEITOUPYIKOU CUCTAUATOG.
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lNpooracia evavria oc KakoBouAo kar Mobile Kwodika -
Protection against Malicious and Mobile Code

Fevikd Znpeia

Mpétrel va yivovtal Ta KatdAAnAa BAuara yia Tnv TpooTtacia Twv IT cuoTnudTtwy, TG
uTTOSOMNG KAl TwV TTANPOQOPIWYV TNG ETaipeiag evavTiwv KakOBouAou KWAIKA.
Evepyotroinon amodoTikoUu Kal evnuEPWHEVOU AoyiouikoU TrpooTaciag atréd 100G o€
6Aoug TOoUG UTTOAOYIOTEG.

Me oKOTT@ TNV aTTOTPOTTH) TOU KOKOPBOUAOU KWAIKA, TTPETTEl va Sie§dyovTal KATAAANAOI
éNeyxol TpoéoPacng (X. Aikkaiwpara SlaXEIPIOTH, XPENOTH) yia TNV aTmmoTPOTTH
€yKaTtaoTaong AoyiopIkoU atrd OAOUG TOUG XPHOTEG.

® O kIvnTdG KWOAIKAG TTapOouUCIAleTal o€ VEEG TEXVOAOYIEG OI OTToIEG auxvd BpiokovTtal
OTIG 10TOOEAIBEG, oTa emails, kai TrepIAapBavovTal, aAAd &1 povo oe:

= ActiveX.

= Java.

= JavaScript.

= VBScript.

= Macros.

= HTTPS.

= HTML.
Zupuopewon

v" To mpoowikd TS ETaipeiag gival utreUBuvo yia TN SIac@GAion OTI dev €I0dyeTal
KakOBouAog kwdikag ota IT ouoTthuaTta TnG ETaipeiag.

v OTr0106 evToTTiCEl 16 0€ KATTOI0 CUOThUA TNG ETaipeiag TTpETTel va evnuepwoel To Alvwv
2UuBouAo.

v" 'OMol oI UTTOAOYIOTEG TTPETTEI va €XOUV KPITAPIA ao@AAslag Twv patches Tou Ba
€QPAPPOCTOUV WE TOU TTOU yivouv O1aBéaiya kal Ba €xouv TTEPATEl TOV EAEyXO
amodoxng oucothuatog. OAa T1a umdAoita patches Trpémmel va  eQapuoaTouv
KOTAAANAQ.

v" Patches Tpémel va epapuolovial KaTGAANAG 0e OAa Ta AOYIOMIKG Tou SIKTUOU TOU
opyaviouou.

v" Tpémel va uTrGpxel pia TAAPNG KaTaypaer Twv Trola patches €xouv e@apuooTei Kal
TOTE.

v" AITAPaTa yia €YKOTACTAON AOYIOMIKOU TIPETTEl va yivovTal aTTodSekTd WOvo OTav
UTTApXEI TEXVIKN ETTIBERaiwON.

v" AvTI-Ik6 Aoyiopiké Ba eykadioTtatal og katdAAnAa onueia Tou SIKTUOU.
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Avriypagpa AopaAciag — Backups

Fevikd Znpeia

Mpétrel va AauBdvovtal TakTiKG avtiypa@a ac@aAgiog Twy euaicdnTwy TTANPOPopIwV
NG €mixeipnong yia 1 diac@daAion 6Tl 0 opyaviopOg UTTOPEi va avakduyer atrd
KATToIa KATaoTPOPN, atroTuxia uéoou ) a@daAua.

‘Evag katdAAnAog KUKAOG avTiypd@wv ao@aAciag TTPETTEI va XPNOIYOTTOIEITAI Kal va
TEKPNPIWVETAI TTANPWG

OTtroi0dnmoTe 3° PEPOG ATTOBNKEUE! ETTIXEIPNOIAKEG TTANPOPOPIEG TTPETTEI ETTIONG VA
armaiteitar va dlac@aliosl 611 o1 TTANpo@opieg amobnkevovtal OE  avTiypaga
aoQaAciag.

Zuppopowon

v

D VD NI NN

AmoBrkeuon OANG TNG £yypaeng TEKUNPIWONG Twv  avTiypd@wv ac@aAgiag,
oupTtrepIAapBavopévng piog OAOKANPWHEVNG EYYPAPNG TOU TI €XEl ATTOONKEUTEI O€
avTiypa@o ac@aAciag padi ye Tn dladikaoia avakapyng, o€ Pia TotroBegia eKTOC Tou
XWPOU PE ETTITTAEOV QVTIYPAPO OTOV KUPIO XWPO.

Autd Ba cuvodelovTal atrd éva KAaTGAANAO aUvoAo aTToBnKEUTIKWY PEowy TTou Ba
QuUAdooovTal o€ aoPaAn TTEPIOX.

Alao@dAion OTI n OTTOPAKPUOMEVN TOTTOBeTia  gival APKETA HOKPIA WOTE VO
atrogeuxOei n eidpacn Tou atrd GTToI0 KATAGTPO®A TTPOKUWEI OTO KUPIO XWPO.
Mpétrel va dnuioupyeital kal va atmmodnkeleTal TTARPN; Tekunpiwan NG dladikaaciag
avakapyng

EKTEAEON TOKTIKWVY AVOKTAGEWY ATTOBNKEUUEVWY TTANPOQPOPIWY O PETA avTIYPAPWY
ao@algiag yia TN Olac@AAIon TnG aglomoTiog Twv MPECwv Kal Tng Oladikagiag
atroBnAkeuong.
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Xeipiouoc Méowv Amro@nkesuong - Storage Media Handling

Fevikd Znpeia

e Emrtpemtd péoa amobAkeuong otnv Etaipeia givai :

>kAnpoi diokol UTTOAOYIOTWYV (EOWTEPIKOI KAl EEWTEPIKOI)
CD

DVD

USB Flash

Wnoiakég Kapepeg

O O O O O

e Ta agaipolyeva péca utroAoyioTwy (TTYX. OioKol) TTPETTEl va TTPOCaTATEUOVTAl YIa VA
atrogeuxBei n {nuId, KAOTTA i Un e€ouaiodoTnuévn TTpéoaan.

e Ta péoa ammoBAKEUONG TIOU HETA@EPOVTAl TIPETTEl VA TTPOCTATEUOVTAI QTG  MN
e€ouaiodotnuévn TTpdéoacn, AavBaouévn xpron r dIAKoTTH.

e H Tekunpiwon TOU CUCTAMOTOG TIPETTEI va TIpooTaTeleTal Ao PN €€0UCIOdOTNMEVN
mpdoBacn. Autd cuuTrepIAauBAvel KaTd TTapayyeAia Tekunpiwan TTou €xel dnuioupynBei
amé 10 A/vwv ZUPBOUAO i OTToI0 GAAO TTPOOWTTIKG (aUTA dev TIEPIAAPBAVOUV YEVIKA
eyxeIpidla TTou £xouv TTpounBeuTEl Pe AoyIoUIKO)

o [lopadeiyyara Twv eyypa@wy TToU TTPETTEI VO TTPOCTATEUTOUV GUUTTEPIAQUBAVOUY, OAAG
dev TreplopidovTal, TTEPIYyPAPES aTTO:

o Eo@apuoyég

o Aiadikagieg

o Aigpyacieg

o Aopég Aedopévwy

o NemTouépeieg €€0uaI0dOTNONG
Zuppoépowon

v' Niatipnon eyypdewy SIaSIKACIDV yia SNUIOUPYIa EPESPIKWV QVTIYPEPWY ACPAAEIOG
EKTOG €TTIXEIPNONG

v' Aiatipnon Twv péowv atroBAkeuong o€ aoPaAEG TTEPIBAANOV

v" ‘OTtrou atraitoUvTal courier, TTPETTEl va SnuioupynBei pia AioTa pe TIG a&IOTTIOTEG courier

v" Nao@dAion OTI Ta PECA aTTOBAKEUONS TToU dev aTraitoUvTal TTAOV aTTOPPITITOVTal WE
ao@AAEIa Kai alyoupld yia TRV atroQuyr diappong 0edouévwv

v Oa mpémel va epapuoleTal aTTOTEAEOUOTIKOG €AeyXOC Ot OAa Ta €yypaga Kal Tnv

QTTOBNKEUCN TWV EYYPAPWV.
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lNMapakoAouBnon - Monitoring

Fevikd Znpeia

Eivar duvatd yia tnv emiTeuén TnG aoc@AA€iag Kal yia Tnv dieukGAuvon Tng diepelivnong
TTEPIOTATIKWY VA €QAPUOLOVTAl TEXVIKEG TTapakoAoUOnong. XTnv TTEPITTTWON auTh TA
apxeia kataypa®ng eAéyxou (audit logs) TTPETTEl va TTEPIEXOUV KAT €AGXIOTO TIG aKOAOUBES

TTANPOPOPIEG:

TautdtnTa oucTrpaTog (System identity).

Ovopa xpnoTn.

EmTuxng/AveTiTuxng €icodog.

Emtuxng/Avemmituxng £€£000g6.

Mn e€ouaiodoTtnuévn TTPodCRac.

AANayéC OTIG puBiTEIg TOU CUCTHPOTOG system configurations).

Xpnon Trpovopiakwy Aoyapiacuwy (T1.X. dlaxeipion Aoyapiaopwy, aAAayég oTnv
TTONITIKR).

O O O O O O O

Zuppépowon

v

< S X

<\

AlaTApNoN apxeiwv Kataypa@ng eAEyxou yia TOUAGXIoTov 6 PRveS TTou Ba kaTtaypdg@ouv
TIG €QIPETEIC KOl AAAQ TTEPIOTATIKA OXETIKA PE TNV ACPAAEIQ.

MpooTtacia TpoécRacng oTIG eyypa@ég atTd pn egouaiodotnuévn TTpooBacn TTou Ba Exel
w¢ atmoTéAeapua TNV aAAayn i diaypa@r] KaTaxwpnuEVWY TTANPOQOPIWY

MpdAnwn Twv OIaXEIPICTWY TOU CUCTANATOG atré Tn dlaypa®h 1 armmevepyoTroinan
Kataxwphoewv ammo dIKIG Toug dpacTnpioTnTa

NEITOUPYIKO TTPOCWTTIKO Kal BIAXEIPIOTEG CUOTAUATOG TTPETTEI VA dlATNPOUV apXEi0 TWV
OpaCTNPIOTATWY TOUG

Ta apyeia ytropei va TepIAaupavouy:

o Back-up timings and details of exchange of backup tapes.
o System event start and finish times and who was involved.
o System errors (what, date, time) and corrective action taken.

Ta apxeia TPETEl va e€AéyxovTal TOKTIKA yia va dlac@aAioTtei 0TI akoAouBouvTal ol
KatdAAnAeg dladikaoieg.

OAa 1a poAdyIa TwV UTTOAOYIOTWYV TTPETTEI VO OUYXPOVIOTOUV PE TNV TTPOEAEUCN TNG WPAG
GSI yia va diac@oAioTei n akpifeia OAwvV TwWV aApXEiwv KaTaypapns eAEyxou Twv
ouoTNUATWY KaBWG PTTOPE va XPEIOCTOUV yIa dIEPEUVNON TTEPICTATIKWV.
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Aiaxeipion Aikruou - Network Management

Fevikd Znpeia

H diaxeipion Tou dIkTUOU €ival KPioIun yia TNV TTAPOXH UTTNPECIWY 0pYAvWaong
>uvdéaeig aTto BikTUOo TNG ETaipeiag yivovral ue eAeyXOPEVO TPOTTO.

AcuUppaTa dikTua TTPETTEI va €QaPUOloUV €AEYXOUV YIA ThV TTPOCTACIA TWwV OEBOUEVWV
TToU dIaKIVOUVTal OTO BIiKTUO KAl ATTOTPOTIA N €€ouaiodotnuévng Trpdoacng.

Zuppoépowon

v

AU NI NN N NN

Alao@daAion 611 UTTApXouV EekABapeg apuodIOTNTEG Kal dIadIKagieg yia Tn dlaxeipion Tou
KivnToU €COTTAIGHOU Kal TWV XPNOTWV

Kata Trepitrwon, 8€0Te €AéyXOug yia TNV TTPOCTACia Twv OeQONEVWY TTOU BIAKIVOUVTAOI
oTo OiKTUO (TT.X. KPUTTTOYpa®nan)

Kataypa@r) TG OapXITEKTOVIKAG Tou OIKTUOU Kal oTToBnRKkeuor Tng Me  pubuioeg
S1apOpPWONG OAWV TwV PEPWV UAIKOU Kal AoyIoHIKOU TTou atrapTi¢ouv To OiKTUO
Kartaypa@r 6AwWV Twv PEPWY TOU BIKTUOU O€ [ia KAaTaxwpnaorn TTEPIOUCIOKOU OTOIXEIOU
Alao@dAion 611 Aol o1 hosts €xouv IKavoTToINTIKO eTTITTEO0 ac@aAgiag

Emavegétaon Twv  UTINPeciwv  OIKTUOU  TWV  AEITOUPYIKWY  CUCTNPATWY  Kal
QTTEVEPYOTTOINGN OAWV TWV UTTNPECIWY TTou OV XpeialovTal

Xpion KpuTIToypaenong oTa aoUppata OikTua yia Tnv  atmo@uyn OIOKOTIAG Twv
TAnpo@opiwv. WPA2 TTpETTEl va €QAPPOZETAI WG TO EAGXIOTO

XpAon EexwploTou acuppdTou dIKTUOU yia Guests.
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Aoc@dAsia mAnpoopiwv OTIC OxEoEIC ME mpounOsuréc |/

eéwrepikoucg ouvepyareg — Supplier Information Security

Fevikd Znpeia

Katd 1mnv dpacTtnpiotroinon Tng etaipeiag eivar mOavov va mTapaoTei avAykn TTpopneiag
UTTNPECIWYV A TTPOIGVTWYV TTOU JUTTOPOUYV Va £TTIOPACOUV OTNV ATPAAEIR TWV TTANPOPOPIWY TTOU
dlaxeipiCeTal H ETaipeia, 0TTwG UTTNPETIiEG PNXavoypagIKAG UTTOCTHPIENG, UTTNPECIEG VOUIKAG
UTTOOTAPIENG, €EOTTAICHOG  pNYXavoypdgnong Kal TNAETTIKOIVWVIWY, UTINPECieG @UAAENG,
TaXUOPOWIKEG UTTNPETIEG, UTTNPETIES EVOIKIOONG XWPWV.

e [lpiv ammd KaBe cuvepyaaia pe TTpounOeuTr TTPoIdVTWY A uTNPeciwv H Etaipeia TTpoodiopilel
TIG ATTAITAOEIG £€TOI WOTE VA PETPIAZETAI O KivOUVOG YIO TV GOQAAEID TWV TTANPOPOPIWY aTTO
TNV TPOGRACN TOU TTPOUNBEUTA OTIG TTANPOPOPIEG.

e O amaITACEIS QUTEG CUP@WVOUVTAl ME TOV TIPOUNBEUT Kal N IKAVOTToinor] Toug
TTapakoAouBeital aTa TTAQicIa UTTOYPOQrG CUPPBACEWY CUVEPYOCIOG MECW TWV OTTOIWV
TpoadiopifovTal:

o 0ol TIAnpogopieg OTIG oTroie¢ Ba €xel TpocPacn o TpPounbeutig kKal To €idog,
peBodoAoyia, didpkeia TNG TTPOCRACNS

o n évvoia NG acpdAeiag (availability, accessibility, integrity, confidentiality), o1 amraitrioeig
ao@aAeiag kai 1o eTTiTedo aag@dAeiag TTou TTpETel va e§ac@alileTal (classification)

o H umoxpéwon Tou TpounBeuTr) va TrpoaTaTelEl TIG TTANPo@opieg TNG ETaipeiag oTig
oTroieg €xel TTPOOBACN KAl VO CUUUOPQWVETAI PE TIG TTPOPRAEWEIS TNG TTapouaag
MOAITIKAG KaI TWV ATTAITACEWY ACQAAEIAG TTOU ATTOPPEOUV OTTO AUTH

o  O1kavoveg aTTodEKTAG Kal PN aTTOOEKTAG XPAONG TV TTANPOPOPILV

o Ta PETPA QVTIMETWITTIONG TOU KIVOUVOU TTou TTPETTEl va AduBdvel o TTpounBeuTrg Kal To
TTWG EMRAAANETAI N AQWN TWV PETPWYV QUTWV

o  Or é\eyxol TTou TTPETTEN va yivovTal yia va eTTaAnBeleTal avd TTaoa oTiyun n dlatipnon
NG ACQAAEING TWV TTANPOPOPIWY, CUUTTEPIAGUBAvVONEVOU Tou JIKAIWKATOG TNG ETaipeiag
va OlEvePYE ETTIBEWPATEIG TWV JIEPYATIWV Kal TWV HETPWY €AEYXOU TTOU £@apudlovTal
yia Tnv TTpounRBeia / ouvepyaaoia

o O di108IKaCieg AVTIMETWTTIONG TTEPIOTATIKWY OTTWAEIAG TNG AGQAAEIAG TWV TTANPOPOPIWV
Kal TTPORAEWEIS yIO QVTIMETWTTION €KTAKTWY QAVOYKWY, WE EU@acn OTIG ATTAITACEIG
€1001T0iNONG KOl cuvepyaoiag peTaiu ETaipeiog kal TTpounBeuTry 0€ KATAOTACEIG
EKTAKTOU AVAYKNG I AVTIMETWITIONG TTEPICTATIKWY ACPAAEIAG TTANPOPOPIWV

o H diadikagia xeipiopoU TTEPITTTWOEIS TTapAdoOoNG €K UEPOUG TOU TTPOUNBEUTH TTPOIGVTOG
] UTTNPECIAG YN CUPPOPQOUUEVN TTPOG TIG CUPQWVNUEVES ATTAITACEIG

o O ammaitioelg yia TIG UTTOOOMEG Kal eyKATOOTACEIG TnG ETaipeiag mmou Ba tpémmel a
aglotroinBouv kard Tnv TTpoprBeia / ocuvepyaoia KaBWg Kal ol ATTAITACEIG EKTTAIdEUONG,
YVWOEWV Kal EPTTEIPIOG TTOU TTPETTEI VA IKAVOTIOIEI TO TIPOOWTTIKG TNG ETaipeiag mmou Ba
EMTTAOKEI OTNV UAOTTOINON

o Ta oToixeia TAUTOTATAG TOU TTPOCWTTIKOU TOU TTPOUNBEUTH TTou gival egouaiodoTnuévo va
éxel TpdoBaan oTIG TTANPOYOPIES ) Ol ATTAITHOEIS £E0UCIOBATNONG TOU TIPOCWTTIKOU KAl
TUXOV aTTAITACEIG yIa ETTOARBEUON OTTOUBWY, YVWOEWY, TIPOTEPNG EPYATIAKNG EUTTEIPIOG,
dlaywyng

o [MpoPAEywelg OXeTIKA Pe TNV duvaTodTNTA TOU TTPOPNBEUTA va avabéael utrepyoAapikd o€
GAAO PEPOG éva TUAMA R TO OUVOAO TNG TTPONNABEIag / TTAPOXNG TNG UTTNPETiag

o  O1amaitioeig yia TNV avtaAAayr] TTANPoOQopIwY Kail oI TIPORAEYEIS yia Tnv diaTApnon NG
AoQAAEIAg TWV TTANPOPOPIWV KATA TNV SIAPKEIA TNG JETOPOPAG

o  O1 VOPOBETIKEG Kal KOVOVIOTIKEG OTTAITACEIG (TTPpooTaCiaG OedoPEVWY, TIPOOTATIAG
TIVEUMATIKNAG IBI0KTNOIAG) Kal TTEPIYPAQT) TOU TTWG IKAVOTTOIOUVTAI Ol ATTAITACEIG

o  Tnv amodoxr Tou TTpounBeuTr) va UTTORAAAEl av auTd aTTAITEITAl TTEPIOBIKEG AVAPOPES
OXETIKA UE TNV OTTOTEAECUATIKOTNTA TWV PETPWV

Zuppopewon

v’ Tovayn ouuBaoswv OUVEPYOOIiag HE TTPOUNBEUTEG TTPOIOVTWV KAl UTTNPECIWV TTOU
emnpeadouv Tnv £1idoon NG ETaipgiag OXETIKA PE TNV ACPAAEIA TWV TTANPOPOPILIV
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Ernoio¢ EAsyxo¢ Karaoraong - Annual Check

Zuppopowon

v Kabe 12 prveg diegayetal amd EowTtepikd ‘EAgyxo, €AeyXog TnG KatdoTaong OAwv Twv
ouoTNUATWY Kal utTtodouwy IT Tou opyaviouou.
v" AUTOC 0 éAeyX0C UTTOpEi va TrepIAauBAvel, aAAG Sev TepiopileTal, Ta akdAoudar:

@)
@)

‘Eva 1A peg Te0T digioduong

Mia oUvoyn OIkTUOU TTOU Ba TTPOCdIoPICEl OAEG TIG DIEUBUVAIOOOTNUEVEG TUOKEUEG
ue IP.

Mia avdAuon dikTUou, cupTtrepiAauBavopévwy exploitable switches kal gateways.
AvaAuon euttaBeiwv (vulnerability analysis), cuptrepiAauavopévwy patch levels,
MN ao@aAnG KwdIKOUG KAl TwV UTTNPECIWY TTOU XPNOIKOTIoIoUvTal

Avaluon ekpetdAAeuong (Exploitation analysis).

Mia guvoTITIKr) ava@opd Pe TTPOTACEIS yia BEATIWON.
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3.

Ytrodoun IT - IT Infrastructure

Aocoalcic lNepioyéc - Secure Areas

Fevikd Inueia

EuaioBnreg TAnpo@opicg Trpérrel va amobnkeUovTal ue acpAaAeia.
Mia agloAdynon Kivouvou TTpéTTel va TTpoadiopilel To KAaTdAANAo eTTiTredo TTpoCTACiag
TTOU TTPETTEl VO EQAPHOCTEI YIa TNV ACPAAEIQ TWV ATTOBNKEUPEVWY TTANPOPOPIWV.

H @uaiki TTpooTacia TTpETTel va EeKIVAEl JE TO id10 TO KTAPIO Kal TTPETTEl va O1ECAyETal Jia
agloAdynaon TnG euTTtabeIag TNG TTEPINETPOU

Zuppépowon

v

AN NN

To ktApIo TTPETTEl va O108€Tel KATAAANAOUG UNXaVIOHOUG €AEYXOU yia TOUG TUTTOUG TWV
TTANPOPOPIWY Kal ToV £EOTTAIOUG TTOU aTToBnKeUETAl €KEN. AuToi PTTOPEI Va TrepIAaBAavouv
Ta akdAouba:

O1 ToToBeTNPEVOI CUVAYEPUOI EVEPYOTTOIOUVTAI EKTOG TWV EPYATILWY WPWV
KAgidwpa TTopTwy Kal TTapadupwyv

MTrapeg ota Tapdbupa yia Ta TTITTEdA GTOUG XAUNAOUG 0pOPOUG.

TomoBéTnon pNXaviopwy eAéyxou TTPOoRacnsg o€ OAeG TIG TTPOCRACIYESG TTOPTEG
(61ToU XPNnOIUOTTOIoUVTAI KWAIKOI, TTPETTEI va aAAAGJOUV GUXVA Kal va gival yvwaoToi
oge autoUg TTou eival e€ouaiodoTnuévol va €xouv TTPOaRaacn oTnv TrePIoXA 1 OTo
KTAPIO).

o Kdauepeg CCTV

o XZTeAéXwOn Xwpou uttodoxnG

o [pooTacia KATA TWV KATACTPOPWV- TT.X. QWTIA, TTANKUUPA, BavdaAicuo

o O O O

O1 €TMIOKETITEG OTIG TTPOCTATEUOUEVEG TTEPIOXEG QTTAITEITAI VA £YYPAPOVTAI KATA TNV €i0000
Kal £€£000 e avagopd aTnv wpa eiIgédou / €£6dou

‘Evag uTTAAANAOG TOU OpyaVIGHOU TTPETTEI VA ETTITNPEI CUVEXEIA OAOUG TOUG ETTIOKETTTEG

TTOU £X0OUV TTPOCRACN O€ TTPOOTATEUPEVEG TTEPIOXES

Ta KA€101G AWV TWV TTPOCTATEUOPEVWV TTEPIOXWV KAl TWV TTEPIOXWY TTOU £Xouv IT
£COTTAIOUS TTPETTE VO QUAGTTOVTAI KEVTPIKG aTTé To A/viv ZUHBOUAO,

2€ OAeG TIG TTEPITITWOEIG OTTOU £QApPOLovTal O1 dladIKATieEG ACPANEIAG, TTPETTEI VO
€kdidovTal 0dnyieg yIa TNV AVTIMETWTTION TTEPITITWOEWYV TTapafiaons TnG ac@AAeiag
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AocodAsia Eyypapwyv kai E€omrAiouou - Paper and Equipment
Security

Fevikd Inueia

MNa va emTpatrei N TpoécRacn g€ £yypaeg (1 UN NAEKTPOVIKEG) TTANPOPOPIES TTPETTEI Va
EKXwWpEITal eE0uaI0dOTNON Kal O TIANPOPOPIEG VA XapaKTNPi{ovTal aTTd TTAEUPAS
atrairoupevou emiTredou ao@dAciag (classification) évag kdroxog kai yia tagivounaon.

Zuppopowon

v
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Ta éyypaga oe €va avoixTd ypageio mTpooTarelovTal avAdAoya PE TNV TTPOCTACIO TTOU
TTAPEXETAI ATTO TO KTHPIO KAl JEOW KATAAANAWY PETPWV TTOU PTTopEi va TTepIAauBdvouy :
o NrouAdamma apxeio8étnong Ta otmoia kAsidwvovTal e KAeidid 1Tou BpiokovTal
MOKpIG aTTd Ta VTOUATTIQ.
o KAeidwpéva xpnuatokipwTia.
o AmoBnkeuon oe Ao@aln Mepioxn pe eAéyxoug TTpéoRaacng.
‘OAOG 0 YeVIKOG €EOTTAIOUOG UTTOAOYIOTWYV TIPETTEI va BpiokeTal g€ KATAAANAEG QUOIKEG
TOTT0B€ECTiEg TTOU:
o E&aAeipouv Tov Kivduvo atrd TTepPIBAAAOVTIKOUG KIVOUVOUG — TT.X. C€aTn, QwTId,
KaTTVO, vEPO Kal okévn
o E&aAeipouv Tov Kivduvo KAOTTAG
o Emtpémouv oTtoug oTabuoug epyagiag va dlaxeipifovial guaiobnta dedouéva
TOTTOBETWVTAG PE TETOIO TPOTTO WOTE va eEaAeipBei o0 Kivduvog va Ta douv pn
gcouaiodoTnuéva dropa.
Ta dedopéva TTPETTEl va aTToBnKeUovTal OTOUG servers Tou JIKTUoU OTTou ¥XpeldleTal. Auto
e€ao@aliCel OTI o1 TTAnpogopieg Tmou Ba xabouv, KAAToUV R KOTAOTPA®OUV aTrd [N
efoualodoTnuévn TTpOCRacn, JTTOPOoUV vVa ATTOKATAOTAB0UV OTO OKEPAQIO.
Kpioiya emmixeipnoiakd cuoTripaTa TEETTEN va TTpooTaTevovTal atd éva UPS yia T peiwon
TOU KIVOUVOU TwV AEITOUPYIKWY OUCTAPATWY Kai Tn dIakoTrr] dedouévwy, atrd TITwaon Tng
Tdong.
OAa T1a oToIxeia TOU €EOTTAICMOU TTPETTEl va KaTaypd@ovTal g€ €vav KATAAOyo TTou
avavewveTal éTav TTPooTiBevTal 1) a@aipoUVTal TTEPIOUCIAKA OTOIXEIa.
KaAwdia 1Tou peTagépouv dedopéva i uTTooTNPICOUV ONUAVTIKEG UTTNPECIES TTANPOPOPIWIV
TIPETTEI VA TTPOCTATEUOVTAI ATTG UTTOKAOTTEG 1} {NiEG.
Ta koAwdia pevpatog TPETEN va gival EEXwPIOTA atmd Ta KAAwdIa SIKTUOU yia Thv
QTTOQUYA TTAPEUPOAWV.
Ta kaAwdia dIKTUOU TTPETTEI va TTpooTaTeEUOVTal  OTTO Tov aywyd Kai 6TTou yiveral va
atro@elyovTal o1 OIadPOES HECTW TTEPIOXWYV OTTOU UTTAPXEl EAeUBepn TTpdoBacn dnudaoia.
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Aiaxeipion KukAou Zwng E§omAiouou - Equipment Lifecycle
Management

Fevika Znueia

e O A/vwv ZUPBOUNOC KaI Ol TUXOV ECWTEPIKOI OUVEPYATEG  MnXavoypa@IKAg
YmootApiEng 1 / Kai TTpounBeuTéG TTPETTEN va dlac@alicouv 0TI 6A0G 0 eEOTTAIOUAG TNG
Etaipeiag diatnpeital cUP@wva Pe TIG 0dnyieg TOU KATAOOKEUAOTH KAl PUE OTTOIECOATTOTE
E0WTEPIKEG OIAdIKACTIEG WATE va eEac@aAIoBEi OTI TTapauével og APICTN KATAOTACT.

Zuppoépowon

v" To TIPOCWTTIKG TTOU EUTTIAEKETAI HE TN CUVTHPNON TTIPETTEL

Na diatnpei avTiypaga Twv odnyiwv TwV KATAOKEUACTWV.

Na 1TpoadiopifovTal Ta CUVICTWHEVA DIACTAPATA EAEYXWYV KAl Ol ATTAITHOEIG.

Evepyotroinon piag diadikaciag call out o€ TePITITWON aTTOTUXIOG.

Alao@dAion o1 pévo €€0UCIODOTNMEVOI TEXVIKOI EKTEAOUV KATTOIO OOUAEIG OTO

TEPIBAAAOY.

Kataypo@r] AETITOPEPEIV OAWV TWV EVEPYEIWV OTTOKOTAOTAONG Tou  Ba

diegayxbouv.

o [lpoadiopioudg amaithoswy £yyunong.

o Kartaypa@r] AeTTTOUEPEIWV GOAAUATWY BIAKOTING KAl ATTAITOUUEVWY EVEPYEIWV.

v "Eva UTINPECIOKO apXEIO I0TOPIKOU Tou EOTTAICHOU TIPETTEI VA DIGTNPEITAI €701 WOTE ATAV O
€EOTTAIOUOG TTAAIWVEI VA PTTOPOUV va TTapBoUV aTTOQPACEIG OXETIKA e TOV KATAAANAO
XPOVO TTOU TTPETTEl VO AVTIKATOOTABEI.

v" H cuvTripnon Tou eE0TTAIGHOU TTPETTEN VA ival GUPPWVN HE TIC OBNYIEC TOU KATAOKEUAOTH.
AuTA TTPETTEl Va KaTaypd@eTal Kal va gival d1aB€aiun aTo TTPOCWTIIKG UTTOCTHPIENG YIa va
TN XPnoIPoTIolEi 6Tav TTpoypapuaTicel emoIopOwaEIg.

v" H xprion Tou €0TTAICNOU KTOG XWPOU TTPETTEI VA EYKPIVETAI ETHIONMA OTTO TOV A/NWY
>UuBoulo..

E€omrAiIoudg o otroiog Ba eravaypnoipotroinBei i Ba atrooupBei TTPETTEl va €xel OAa Ta
oedouéva Kal To AoyIouIKO oBNouEVa/ KOTAOTPAUUEVA.

Av o e€ommAiIoudg Ba Trepdoel e GAAO opyaviouod (TT.X. EMOTPOQPN META ATTO CUUPWVIa
leasing) n a@aipeon Twv OedOPEVWV TIPETTEI VA YiVEI PE TN XPNON ETTAYYEAUATIKWV
epyaAeiwv agaipeong.

v" NOYIOPIK& PéCa R UTTNPETTEC TIPETTEI VO KATAOTPEPOVTAI YIA TV ATTOQUYRA TNG THOAVOTNTAG
akaTtdAANANG xpriong TTou Ba ptropoloe va TTapafIGoEl TOUG OPOUG Kal TIG TIPOUTTOBETEIG
TWV AdEIWV TTOU UTTAPXOUV.

v" Ta v empBePaiwon TNG OKPIBEIaG KAl TwV CUVONKWVY TTapddoong Kal yid TNV aTToQuyr)
TAPATTAEUPNG OTTWAEIAG A KAOTIG TOU aTroBnkKeupévou €EOTTAICUOU, TTPETTEL VA
epappolovTal Ta akéAouba:

o O1 mapaddoeig Tou €COTTAICHOU TTPETTEl va UTTOYpA@ovTal atrd £E0UCIOBOTNUEVO
TPOCWTTO  XPNOIPOTIOIWVTAG Mia  KATAAANAn  dladikacia eAéyyxou. AuTh n
oladikaoia TTPETTEN va eTIRERAIWVEL OTI TA TTAPAOOUEVA OTOIKEID AVTATTOKPIVOVTOI
TAPWG OTa OUVOBEUTIKGA £yypaga Tng TrTapddoong. MapaAafn Twv TTPAYUATIKWV
TTEPIOUCIAKWY OTOIXEIWV TTPETTEI VO KATAYPAPETAI.

o MerayevéoTtepn armopdkpuvon Tou eomrAiIopoU yivetal péow piag etrionung,
d1adikaciag eAéyxou.

O O O O

@)
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NpoéoBaon IT - IT Access

svika

Fevikd Inueia

o  O1 KwAIKOi AWV TWV XPNOTWYV OAWV TWV ETITTEOWV TTPETTEI v AAAAGCOUV TO PEYIOTO
k@Be 90 nuépeg  6TavV TO CUCTNPA UTTOOEIEEI aTOV XPAOTN aAAayr KwOIKOU

Zuppoépowon

v

AN N NN

OAa 1ta oucTtiuaTta IT kal ol dladikaaieg TNG ETaipeiag otoxevouv otnv e€ac@aAion Twv
TTOPAKATW:
o AuBevTIKOTTOINGN PEPOVWHEVWV XPNOTWYV, OXI OUADEG XPNOTWY — dNnA. OXI YEVIKOI
Aoyapiaouoi.
o [lpooTacia g 6T aQopd TRV AvAKTNON TWV KWOIKWY KAl AETTTOUEPEIEG ATPAAEING.
MapakoAouBnon cuoTnudTwy TTPOCRACNG Kal KATAypaPr — a€ TTITTESO XPrROTN
o Alaxeipion poAwv £T01 WOTE 01 AEITOUPYiEG va eKTEAOUVTAI XWPIG KoIv) Xpron
KWOIKWV.
o O diadikacieg kwdIkoU TTpdoRacng OIaXEIPIOTH TTPETTEI Va eAEyXOvTal KATAAANAQ,
ME ao@aAgla Kal va agloAoyouvTal.
Etrionueg diadikaaieg eAéyxou TTpdOoRacNG XPNOTWYV TTPETTEI VA UTTAPXOUV, EQapuolovTal
Kal dlaTnpoUVTal EVNUEPWHEVES VIO KABE epapuoyr] Kal TTANPoPopIakd cUCTNUa YIa va
S1a0QOAIOTEI N ATTOTPOTIA Un £€ouaiodoTnuévng TTpdoBacng.
Mpétrel va kaAuTtrTovTal 6Aa Ta aTddia TNG dpacTnEIGTNTAG TWV XPNOTWY, ATTO TNV ApPXIKN
EYYPAPA TWV VEWV XPNOTWV WG TNV TEAIKA dlaypa@r] Twv XpNOoTWYV TTOU eV aTTAITEITAI
TAEOV va £Xouv TTPOaRaacn.
KdaBe xpriotng TpéTrel va éxel dikaiwpata TTpdoBacng Kal Adgleg 0Ta CUCTAPATA
uTTOAOYIOTWYV Kal Oedopéva Ta OTToia:
o Eival avdAoya pe TIG Epyaoieg TToU TTPOKEITAI VA EKTEAECOUV
o 'Exouv povadiké évopa xpriotn 1o otroio dev polpdleTal i £xel doBei oe GANo
xpnomn.
o 'Exouv oxetikoUg povadikoug kwdIkoug TTou ¢nTouvTtal o€ KABe véa gicodo.
Ta dikaiwpata TPOaRacng TTPETTEI va eTTaveCETACOVTAI OE TAKTIKA XPOVIKA SIaCTHANATA VIO
TN S1a0@AAIoN OTI UTTAPXOUV aKOUa Ta KATAAANAa SiIKaiwuaTa.
Aoyapiacpoi dIaxEIPIOTA CUCTAPATOG TTPETTEI VA TTAPEXOVTAI OTOUG XPHOTEG TTOU
aTraITeiTal va ekTeEAOUV epyaaicg SIOXEIPIOT.
AitTnua yia Tpdéoacn oTa UTTOAOYIOTIKA cuoTAuaTa TnNG ETaipiag Trpétrel va uttoBdAAovTal
apXIKG oto A/vovTa ZUpBoulo.
AITAceig yia TTpéofBacn TpETTel va uttoBdAANovTal gdvo av €xel TTponynOei €ykpion atmd Tov
utreUBuvo Topéa / YTInpeaiag TTou avAKel 0 XPAROTNG.
Otav évag uTTAAANAOG a@rivel Thv eTaipgia, n TTPGOBACH TOU OTA CUCTHUATA UTTOAOYIOTWY
Kal oTa Oedopéva TTPETTEI VA DIAKOTITETAI OTTO AUECWG PETA TRV TEAEUTAIA EPYATIYN TOU
pépa. Eival appodiétnta Tou A/vovta Zupoulou va egaoc@alioel Tn SIOKOTTA TwvV
SIKAIWPATWY TTPOCRACNG.

@)
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‘EAcyxoc lNpooBaong oro Server/NAS kai o EQapuoyéc —
Server/NAS and Application Access Control

Fevikd Inueia

H mrpooBacn otoug servers/NAS eAéyxeTal atro pia ac@ahn diadikaoia ei06d0u

OAeg o1 TpooBdoeig aTa AsIToupyik@ oUCTANATA YivovTal HECW VOGS JovVadIKoU
username TToU Ba Kataypd@eTal Kal Ba UTTopei va evroTmaTei Eava ag KABe EeXxwpPIoTo

XpAoTn

Zuppopowon

v H Si0dikacia £10650U TTPETTEN ETTIIONG VO TIPOCTATEVETAI OTTO:

@)
@)

@)
@)

Mn eu@davion TTponyoUpeVWY TTANPOPOPIWYV EIGOGDO0U TT.X. OVOUA XProTn
MeplopiIoudg ToU APIBPOU TwV Wn ETMTUXNUEVWY TTPOCTTOBEIV KAEIdwUa Tou
Aoyaplaouou av aTTaITETal.

O1 XapakTAPESG TwV ouvOnuaTikwy KpuRovTal amd oUuBoia

Epgdvion pnvopotog  yevikng  mpoegidotroinong 61l emTpémovial  pévo
€€0UOI000TNHEVOI XPAOTEG

v" 01 SlaxeIPIOTEC TOU GUOTAPATOS TIPETTEN VA £XOUV EEXWPIOTOUC AOYapIaopoUC SIaXEIPIOTWV
ol oTroiol Ba KataypdgovTal Kal Ba eAEyxovTal

v" O Alvwv ZUPBOUAOC €ival UTTEUBUVOC YIa TV EYKPION TNS EKXWPNONGS SIKAIWHATWY
TPOORACNG OTIG TTANPOPOPIEG EVTOG TOU GUCTHATOG.

v" AuT) n TpdoBaon TIPETTEN:

@)
@)

Na diaxwpiletal og EekdBapoug TTpokabopiouévoug poloug

Na divel To KatdAAnAo emiredo TPOCRACNG TTOU ATTAITEITAlI YIO TO POAO TOU
Xpnomn

Na eival adlvato va TTapakau@Bei (ue Tnv atékpuwn A aTTOudKpuvon Twv
pubuioewv Tou BIaXEIPIOTA)

Na kataypdgeTal Kal va agloAoyeital
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Amouakpuouévn lNMpoéoBaon MNMpounbesurn - Supplier Remote
Access

Fevikd Inueia

® ATTopakpuopévn TpooBacn oTta cucoThuata Tng Etaipeiag emTpémeTal yévo o€
ouvepyateg / TpounBeuTéG TTOU agloAoyoUvTal Kal TTapakoAouBouvTal auaTnpd.

Zuppopowon

v' OmoladAToTe aAAayn OTIG OUVOETEIG TOU OUVEPYATN / TTPOUNBEUTA TTPETTEI va OTEAVOVTAI
auéowg oto A/vovTa ZUuBoulo £T01 WAOTE N TTPOCRACN va avavewveTal | va SIOKOTITETAI.

v" OMec o1 4deIEC Kal oI PEOOdOI TTPOCORACNC TIPETTEI VA EAEYXOVTAI OTTO TOV 1 hE EUBUVN Tou
Alvovta ZuuBoulou.

v' TuvepydTec / TIPOUNBEUTEC TIPETTEl va ETTIKOIVWVOUV pE To A/vovia ZUuBouho TrpIv
ouvdeBouv oTo dikTUuo TNG ETaipeiag
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AOYIOMIKO

Fevikd Znpeia

e H ETAIPEIA xpnoiyotroigi Aoyiopiké o€ OAEG TIG TITUXEG TNG ETTIXEIPNONG YA TNV
UTTOOTAPIEN TwV OPACTNPIOTATWY TNG.

® ¢ KABe oTiyur 6A0 TO AOYyIOMIKS TTOU ATTAITEITAI VO UTTAPXEI €€l Adeia Kal n ETaipia
Oev aveExeTal TN Xprion Kavevog AoyIouIKOU TTou dev €xel ddeia.

e H ETAIPEIA éxel TAfpn katdAoyo 6Aou Tou AoyIOUIKOU TTOU £XEI AYOPAOTE YIa TOUG
UTTOAOYIOTEG Kal PUTTOPET va eyypagei, utrooTnpitel, kal avaBaduioel TETOI0 AOYICIKO
KaTdAAnAa.

®  AuTO ouuTTEPIAAPPBAVEI AOYICUIKO TTOU PTTOPET va £XEI «KATEREI» Kal/f} ayopaoTei atmod
10 AladikTuO.

e Shareware, Freeware kal Public Domain Software degpeuovtal atmd TiG id1EG TTONITIKEG
Kal 81adIKaoieg OTTwG OAa Ta UTTOAOITTA AOYICHIKG.

Zuppopowon

v
v

v

SN NERN

OMAo 10 amaitoupevo Aoyiouiké TnNG ETaipeiag mpémmel va ayopdaletal yéow Tou A/vovta
20pBouhou.
To AoyIoHIKO TTPETTEI va eyypd@eTal oTo dvoua TnG ETaipeiog Kal To TUAUA yia To oTroio Ba
XPNoIdoTToInBEi.
O A/vwv ZUpBoulog diatnpsi pia kataxwpenon 6Aou Tou AoyiopikoU Tng Etaipgiag kai
olatnpei évav KatdAoyo e TIG AdelEg TwV AOYICUIKWY. H Kataxwpnon TTPETTEl VA TTEPIEXEL:

a) Tov TiTAO KaI TOV €KOOTN TOU AOYIOUIKOU.

b) Tnv nuepopnvia kai TV TTNyr TNG aTOKTNONG TOU AOYIOUIKOU.

c) Tnv TomoBeaia k&Be eykardoTaong Kabwg kai To serial number Tou UAIKOU GTO

OTT0i0 £x€I eyKaTaoTabei KABE avTiypago.

d) Tnv Umapgn kai TomoBeaia Twv avTiypaPwy ac@aAEiag.

e) To serial number Tou TTpoiévTog AoyIoUIKOU.

f)  AemTopépeleg kal dIAPKEID TWV OIAKAVOVIOUWY UTTOOTAPIENG Yia avapBabuioelg

AoyiouiKou

Noyiopiké oe Totmkd AikTua | o€ TTOAATTAEG PUnXOVES TTPETTEI va XPNOIYOTTOIEiTAl JOVO
oupewva e Tn XopnynOeioa adeia.
To Aoyiopikd TTpéTTel va gykaBioTaral yovo he éykpion ammo 1o A/vwv SUPBOUAO POAIS ol
OTTAITAOEIG EyYPaPAG 0AOKANpwOOoUV.
OA\eg o1 ahayég oTo Aoyiopikd TTPETTEl va EO0UCIOBOTOUVTAI TTPIV EQAPHOCTEI N aAAayH.
2€ Kapia TTepimmTwaon &ev TTPETTEI va eyKaBioTatal TTPOCWTTIKG A avetTiBUPNTO AOYIOUIKO
(oupTtrepihapBavopévwy  TTaixvidla, Tatmetoapieg KTA) ota pnxaviporta Ttng Etaipeiag
KaBwg utrdpxel coBapdg Kivdbuvog £106d0u 10U.
NASYyw Twv aAAaywV TOu TTPOCWTTIKOU, TO AOYICMIKO &gV TTPETTEl va eyyPAQETAl TTOTE OTO
Avoua PePOVWHEVOU XpNoTN.
To Aoyiopiké dev TTpETel va aAAGdel atmd Kavévav XproTn eKTOG av UTTApxeEl &ekadBapn
ETTIXEIPNTIAKI avAyKn.
OTrol0g xpnotng tng ETaipegiag kdvel, ammokTd A XPNOIMOTIOIEI YN €EouciodoTNUEVO
avTiypa@o Tou AoyiopikoU Ba Tiywpeital KaTtdAAnAa avdloya pe TIg TreploTdocsls. H
ETAIPETA dev ouyxwpei Tnv TTapdavoun Xprion AoyiopikoU Kal dev Ba To avexTei.
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4. Mapaptnua MoAiTikRg Ao@dAsiag NMAnpoopiwyv

Mivakag Enggryynong YAonoinong Twv EniAsypévwv MeTpwv EAéyxou (Controls) ano 1o Annex A
Tou npoTunou ISO27001
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